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Anti Money Laundering and Sanctions Policy
[bookmark: _Toc503169608][bookmark: _Toc520983043]Summary of policy
The Open University (the University) conducts itself in a legal and ethical manner, and is committed to complying with its obligations under anti-money laundering and anti terrorist finance (‘anti-money laundering’) legislation (as it impacts the Open University Student Budget Accounts Limited (‘OUSBA’) and the University as OUSBA’s appointed credit broking representative) and under financial sanctions legislation. 
[bookmark: _Toc520983060]This policy documents the University’s requirements for implementing proportionate and effective measures to mitigate the risk of its credit services being used to launder the proceeds of crime and/or the risk that the University inadvertently breaches financial sanctions regulations.  For specific guidance on this policy staff should contact the Deputy Director of Finance – Financial Operations (DDFFO).
Risk statement and risks controlled by this policy
Since the University’s activities relate to the provision of higher education and mainly take place in the UK, the University’s exposure to the risk of money laundering (via OUSBA) and/or of involvement in financial sanctions breaches is low.  In this context the main risks are:
· Legal risk - prosecution of the University due to compliance failures involving money laundering and/or financial sanctions breaches;
· Regulatory risk - regulatory action against the University for compliance breaches;
· Reputational risk - damage to the University’s reputation and/or regulator loss of confidence/trust due to the association of the University with money laundering and/or involvement with sanctions busting;
· Financial risk - consequential loss of income through revenue streams and/or additional costs via fines, legal costs and/or costs of remedial action to resolve compliance breaches.
Risk appetite
The University has zero tolerance for its services being used to launder money and/or to evade sanctions and for any material compliance breaches in relation to anti-money laundering and/or financial sanctions legislation.
[bookmark: _Toc520983045]Summary of significant changes since last version
[bookmark: _Toc485299905][bookmark: _Toc485213342]This document is a complete rewrite of the existing University’s Anti-Money Laundering Policy that also included details of relevant procedures and controls.  The existing Policy has been updated and retitled - The Open University and Open University Student Budget Account Ltd Anti Money Laundering and Sanctions Compliance Manual (the Manual). 
[bookmark: _Toc503169610][bookmark: _Toc520975139][bookmark: _Toc520983046]Policies superseded by this document
Post approval by the Audit Committee, this document replaces the existing Anti- Money Laundering Policy (as above).
[bookmark: _Toc503169611][bookmark: _Toc520983047][bookmark: _Toc485299906]Scope
The money laundering sections of this policy apply to OUSBA and the credit broking activities of the University as an appointed representative of OUSBA.  The sections covering sanctions compliance apply to the University as a whole.
[bookmark: _Toc503169614][bookmark: _Toc520983050]Related Documentation
Refer to the following documentation in conjunction with this document:
· The Open University and Open University Student Budget Account Ltd Anti Money Laundering and Sanctions Compliance Manual (the Manual).
[bookmark: _Toc503169628][bookmark: _Toc520983079]Alternative format?
If you require this document in an alternative format, please contact Governance-Team@open.ac.uk. 
[bookmark: _Toc503169616][bookmark: _Toc520983055]Policy 
1. [bookmark: _Toc503169617][bookmark: _Toc520983056]Purpose
This policy documents the University’s requirements for establishing, maintaining and operating proportionate measures to enable OUSBA and the University as OUSBA’s appointed representative to comply with their money laundering obligations and for the University as a whole to comply with financial sanctions legislation.
2. Responsibility for Anti Money Laundering and Sanctions Compliance Risk Mitigation
The University operates 3 lines of defence in relation to mitigating these risks:

Line 1
Relevant Senior Managers are responsible for implementing operational controls to mitigate these risks in their departments. Relevant employees are expected to operate these controls effectively and diligently to help protect the University.

Line 2
The Chief Financial Officer (CFO) is responsible for oversight of compliance with this policy.   OUSBA has appointed a Money Laundering Reporting Officer (MLRO) (Deputy Director of Finance – Financial Operations) to act as a focal point for its anti-money laundering and sanctions compliance activities.
Line 3
The University’s Internal Audit function will be responsible for providing assurance that the University’s risk mitigation strategy and the implementation of relevant controls are in place and functioning effectively.  In addition, OUSBA’s compliance with its AML obligations is reviewed bi-annually by an external legal firm as part of a broader regulatory review of its credit provision activities.
3. Identifying and Documenting Risks
OUSBA has undertaken a formal risk assessment in relation to its exposure to money laundering.  This is fully documented in the Manual.  This assessment will be reviewed annually or in the light of major business and/or regulatory change.  Currently, OUSBA considers it has a low exposure to money laundering risk given its business consists of providing finance to students to help support their study costs.  The University’s core business of providing higher educational services to UK students is also low risk from a sanctions risk perspective.
4. Controls
The University and OUSBA will implement an effective control framework to proportionately manage its money laundering and sanctions compliance risks. The key pillars of this control framework are as follows (these are documented in more detail in the Manual):
4.1 Policy and Tone from the Top
The University will establish and maintain an Anti-Money Laundering and Sanctions Compliance Policy for approval and bi-annual review by the University Audit Committee.
4.2 Appointing a Money Laundering Reporting Officer (MLRO)
The University will appoint a suitably skilled senior manager (currently the Assistant Director of Finance - Financial Operations) to be its Money Laundering Reporting Officer (MLRO) and to act as a focal point for all anti money laundering and sanctions compliance activities.
4.3 Verification of Identity
OUSBA will verify the identity of all new student clients (including those introduced by the University) in line with guidance issued by the UK Joint Money Laundering Steering Group (JMLSG).  Higher risk clients identified under section 4.4 below will be subject to additional due diligence prior to any decision whether or not to provide a service to the new student client.
4.4 Screening of students
OUSBA will screen new and existing student clients to identify potential higher risk individuals and possible matches with data on UK, US and EU sanctions lists.  In addition, the University and/or OUSBA may undertake additional sanctions screening when making student refund payments outside of the UK/EU to designated higher risk countries prior to processing payment. 
4.5 Record Keeping
The University and OUSBA will maintain new student client application and verification of identity records, relevant transactional records and records of internal training as per 4.6 below in line with anti-money laundering legislation and JMLSG Guidance.
4.6 Training and Awareness
The University and OUSBA will provide anti-money laundering training to relevant staff at least annually.  This will cover, as a minimum OUSBA’s and OUSBA Staff obligations under UK anti-money laundering legislation and how to identify/report suspicious transactions. 
4.7 Staff Disclosures
The University and OUSBA will establish an internal framework to enable staff to report any suspicions of money laundering to the OUSBA MLRO.  The MLRO will consider the details of each staff report in making a decision whether or not to disclose the internal report to the National Crime Agency in line with JMLSG guidance.  Any issues relating to the University believing that there is a reasonable likelihood of a client being on a sanctions list will be reported to the HM Treasury Office of Financial Sanctions Implementation (OFSI).
4.8 Internal Reporting
The University and OUSBA MLRO will provide an annual report to the OUSBA Board on its anti-money laundering activities each year starting in 2026.  The University Audit Committee will be provided with a review of this policy bi-annually.  This review will include a compliance assessment and any suspicious transaction reports.  Any material compliance issues and/or major money laundering incidents/suspicions will be reported to the next University Audit Committee.
4.9 Co-operation with Law Enforcement
The University will co-operate fully with law enforcement agencies including the establishment and maintenance of a framework which enables it to respond comprehensively and rapidly to enquiries from accredited financial investigators.
4.10 Monitoring
The OUSBA MLRO will monitor for changes to the external legislative, regulatory and money laundering/sanctions compliance risk environment as they impact OUSBA and the University.  Any such material changes that require amendments to this Policy will be reported to the next Audit Committee.  Otherwise, they will be picked up as part of the bi-annual policy review to the Audit Committee.
5.	Independent Assurance
[bookmark: _Toc487015778]As stated in section 2 above, Internal Audit are responsible for independent assurance regarding controls within the University and its subsidiaries.  In addition a bi-annual compliance check is undertaken within OUSBA by an external expert firm (Lightfoots LLP). 
[bookmark: _bookmark1][bookmark: _bookmark10][bookmark: _bookmark11][bookmark: _Toc520983052]
6.	External Guidance 
· Joint Money Laundering Steering Group (JMLSG) Money Laundering Guidance Notes
· Office of Financial Sanctions Implementation (OFSI) Guidance on the UK Sanctions regime
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The Open University is incorporated by Royal Charter (RC 000391), an exempt charity in England & Wales and a charity registered in Scotland (SC 038302). The Open University is authorised and regulated by the Financial Conduct Authority in relation to its secondary activity of credit broking.
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